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Decision/action requested

Approve the pCR below
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References

[1]
3GPP TS 33.501 v0.3.0
[2] 


3GPP TS 23.501 v1.1.0

3
Rationale
1. Text adapated from 33.401 clause 6.5

2. Clarified that NAS COUNT always start from a value zero when a new KAMF is created and never reset. 

3. EN added for need for multiple pairs of NAS COUNTS for multiple NAS links and keys.
***************************************** start of pCR *************************************
6.6.5
Handling of NAS COUNTs

Editor’s Note: The content of this clause is meant to correspond to TS 33.401 [10], clause 6.5, which is about handling of NAS COUNTs.
Each KAMF shall have a distinct pair of NAS COUNTs, one NAS COUNT for uplink and one NAS COUNT for downlink, associated with it. 
Editor’s Note: Need of multiple pairs of NAS COUNTS for multiple NAS legs and NAS keys are FFS.

NAS COUNTS shall always start from a value zero (0) when a new KAMF is created and never reset.. This prevents using the same NAS COUNTs with the same NAS keys, e.g. key stream re-use, in the case a UE moves back and forth between two AMFs and the same NAS keys are re-derived. 

The NAS COUNTs shall only be set to the start value in the following cases: 

-
for a partial native 5GC NAS security context created by a successful AKA run, 

NOTE:
The NAS COUNTs are not actually needed at the UE for a native context until it has successfully received the first NAS Security Mode Command for that security context. The NAS COUNTs are not needed at the AMF until it sends the first NAS Security Mode Command for that security context. Before the AMF sends the first NAS Security Mode Command for a given partial native security context, the AMF sets the NAS COUNTs for the security context to 0. After the NAS SMC message is sent for that partial native security context the NAS COUNTs for that partial native context are increased for each following sent NAS message as specified in TS XX [NAS Spec].
-
or for a 5GC NAS security context created through a context mapping during a handover from E-UTRAN to 5GC, 

-
or for a 5GC NAS security context created through a context mapping during idle mode mobility from E-UTRAN to 5GC.

The NAS COUNTs shall not be reset during idle mode mobility or handover for an already existing native EPS NAS security context.


********************************************* end of pCR *********************************
